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Key Features

This book covers the latest technologies such as Advance XSS, XSRF, SQL Injection, Web API testing,●

XML attack vectors, OAuth 2.0 Security, and more involved in today's web applications
Penetrate and secure your web application using various techniques●

Get this comprehensive reference guide that provides advanced tricks and tools of the trade for seasoned●

penetration testers

Book Description

Web penetration testing is a growing, fast-moving, and absolutely critical field in information security. This
book executes modern web application attacks and utilises cutting-edge hacking techniques with an
enhanced knowledge of web application security.

We will cover web hacking techniques so you can explore the attack vectors during penetration tests. The
book encompasses the latest technologies such as OAuth 2.0, Web API testing methodologies and XML
vectors used by hackers. Some lesser discussed attack vectors such as RPO (relative path overwrite), DOM
clobbering, PHP Object Injection and etc. has been covered in this book.

We'll explain various old school techniques in depth such as XSS, CSRF, SQL Injection through the ever-
dependable SQLMap and reconnaissance.

Websites nowadays provide APIs to allow integration with third party applications, thereby exposing a lot of
attack surface, we cover testing of these APIs using real-life examples.

This pragmatic guide will be a great benefit and will help you prepare fully secure applications.

What you will learn

Get to know the new and less-publicized techniques such PHP Object Injection and XML-based vectors●

Work with different security tools to automate most of the redundant tasks●

See different kinds of newly-designed security headers and how they help to provide security●

Exploit and detect different kinds of XSS vulnerabilities●

Protect your web application using filtering mechanisms●

Understand old school and classic web hacking in depth using SQL Injection, XSS, and CSRF●

Grasp XML-related vulnerabilities and attack vectors such as XXE and DoS techniques●

Get to know how to test REST APIs to discover security issues in them●

About the Author

Prakhar Prasad is a web application security researcher and penetration tester from India. He has been a
successful participant in various bug bounty programs and has discovered security flaws on websites such as
Google, Facebook, Twitter, PayPal, Slack, and many more. He secured the tenth position worldwide in the
year 2014 at HackerOne's platform. He is OSCP and OSWP certified, which are some of the most widely



respected certifications in the information security industry. He occasionally performs training and security
assessment for various government, non-government, and educational organizations.
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From reader reviews:

Nona Whitehouse:

Now a day people that Living in the era just where everything reachable by connect with the internet and the
resources within it can be true or not need people to be aware of each information they get. How individuals
to be smart in having any information nowadays? Of course the reply is reading a book. Examining a book
can help persons out of this uncertainty Information specifically this Mastering Modern Web Penetration
Testing book because book offers you rich info and knowledge. Of course the knowledge in this book
hundred % guarantees there is no doubt in it you may already know.

Janice Oconnell:

Hey guys, do you desires to finds a new book to study? May be the book with the subject Mastering Modern
Web Penetration Testing suitable to you? The particular book was written by popular writer in this era.
Typically the book untitled Mastering Modern Web Penetration Testingis the main of several books in which
everyone read now. That book was inspired a lot of people in the world. When you read this reserve you will
enter the new dimension that you ever know prior to. The author explained their idea in the simple way, and
so all of people can easily to recognise the core of this guide. This book will give you a large amount of
information about this world now. To help you to see the represented of the world in this particular book.

Melvin Robinson:

In this period globalization it is important to someone to receive information. The information will make
anyone to understand the condition of the world. The condition of the world makes the information simpler
to share. You can find a lot of personal references to get information example: internet, magazine, book, and
soon. You can observe that now, a lot of publisher that will print many kinds of book. The book that
recommended for your requirements is Mastering Modern Web Penetration Testing this book consist a lot of
the information in the condition of this world now. This kind of book was represented just how can the world
has grown up. The vocabulary styles that writer require to explain it is easy to understand. The actual writer
made some analysis when he makes this book. Here is why this book acceptable all of you.

Martha Bryant:

Don't be worry should you be afraid that this book will probably filled the space in your house, you might
have it in e-book method, more simple and reachable. This specific Mastering Modern Web Penetration
Testing can give you a lot of pals because by you considering this one book you have matter that they don't
and make anyone more like an interesting person. That book can be one of a step for you to get success. This
guide offer you information that probably your friend doesn't understand, by knowing more than some other
make you to be great men and women. So , why hesitate? Let's have Mastering Modern Web Penetration
Testing.
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