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“Collecting log data is one thing, having relevant information is something else. The art to transform all
kinds of log data into meaningful security information is the core of this book. Raffy illustrates in a straight
forward way, and with hands-on examples, how such a challenge can be mastered. Let's get inspired.”
–Andreas Wuchner, Head of Global IT Security, Novartis
 
Use Visualization to Secure Your Network Against the Toughest, Best-Hidden Threats
 
As networks become ever more complex, securing them becomes more and more difficult. The solution is
visualization. Using today’s state-of-the-art data visualization techniques, you can gain a far deeper
understanding of what’s happening on your network right now. You can uncover hidden patterns of data,
identify emerging vulnerabilities and attacks, and respond decisively with countermeasures that are far more
likely to succeed than conventional methods.
 
In Applied Security Visualization, leading network security visualization expert Raffael Marty introduces all
the concepts, techniques, and tools you need to use visualization on your network. You’ll learn how to
identify and utilize the right data sources, then transform your data into visuals that reveal what you really
need to know. Next, Marty shows how to use visualization to perform broad network security analyses,
assess specific threats, and even improve business compliance.
 
He concludes with an introduction to a broad set of visualization tools. The book’s CD also includes
DAVIX, a compilation of freely available tools for security visualization.
 
You'll learn how to:
• Intimately understand the data sources that are essential for effective visualization
• Choose the most appropriate graphs and techniques for your IT data
• Transform complex data into crystal-clear visual representations
• Iterate your graphs to deliver even better insight for taking action
• Assess threats to your network perimeter, as well as threats imposed by insiders
• Use visualization to manage risks and compliance mandates more successfully
• Visually audit both the technical and organizational aspects of information and network security
• Compare and master today’s most useful tools for security visualization
 
Contains the live CD Data Analysis and Visualization Linux (DAVIX). DAVIX is a compilation of powerful
tools for visualizing networks and assessing their security. DAVIX runs directly from the CD-ROM, without
installation.
 
Raffael Marty is chief security strategist and senior product manager for Splunk, the leading provider of
large-scale, high-speed indexing and search technology for IT infrastructures. As customer advocate and
guardian, he focuses on using his skills in data visualization, log management, intrusion detection, and
compliance. An active participant on industry standards committees such as CEE (Common Event
Expression) and OVAL (Open Vulnerability and Assessment Language), Marty created the Thor and



AfterGlow automation tools, and founded the security visualization portal secviz.org. Before joining Splunk,
he managed the solutions team at ArcSight, served as IT security consultant for PriceWaterhouseCoopers,
and was a member of the IBM Research Global Security Analysis Lab.
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From reader reviews:

Kenneth Leishman:

Reading a guide can be one of a lot of action that everyone in the world loves. Do you like reading book so.
There are a lot of reasons why people like it. First reading a publication will give you a lot of new details.
When you read a publication you will get new information since book is one of many ways to share the
information or even their idea. Second, examining a book will make you actually more imaginative. When
you examining a book especially fiction book the author will bring one to imagine the story how the
character types do it anything. Third, you are able to share your knowledge to other individuals. When you
read this Applied Security Visualization, you are able to tells your family, friends along with soon about
yours reserve. Your knowledge can inspire the others, make them reading a reserve.

Jeremy Turner:

Reading a book tends to be new life style on this era globalization. With reading you can get a lot of
information that could give you benefit in your life. Using book everyone in this world can easily share their
idea. Guides can also inspire a lot of people. A great deal of author can inspire their reader with their story or
their experience. Not only the story that share in the guides. But also they write about the information about
something that you need case in point. How to get the good score toefl, or how to teach your young ones,
there are many kinds of book that you can get now. The authors on this planet always try to improve their
proficiency in writing, they also doing some research before they write on their book. One of them is this
Applied Security Visualization.

Carolyn Berndt:

Applied Security Visualization can be one of your starter books that are good idea. All of us recommend that
straight away because this e-book has good vocabulary that could increase your knowledge in vocabulary,
easy to understand, bit entertaining but nonetheless delivering the information. The article author giving
his/her effort to put every word into satisfaction arrangement in writing Applied Security Visualization yet
doesn't forget the main point, giving the reader the hottest and based confirm resource details that maybe you
can be considered one of it. This great information can certainly drawn you into brand new stage of crucial
imagining.

Maria Holder:

Do you like reading a e-book? Confuse to looking for your preferred book? Or your book seemed to be rare?
Why so many issue for the book? But virtually any people feel that they enjoy regarding reading. Some
people likes reading, not only science book but in addition novel and Applied Security Visualization or
maybe others sources were given know-how for you. After you know how the great a book, you feel need to
read more and more. Science guide was created for teacher or perhaps students especially. Those ebooks are
helping them to bring their knowledge. In various other case, beside science e-book, any other book likes
Applied Security Visualization to make your spare time more colorful. Many types of book like this.
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